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1. SrvTransaction2DispatchTable 14
SrvTransactionNotImplemented

kd: dd= =rv!srvtranszactiondi=patchtable
95b35530  9&5bLSdSef srv!SrvSmblpen?
95E35534 9EbLYfed srv!SrvSmbFindFirst?2
95b35538 95b5806d srv!SrvSmbFindHe=xt?
95b3553c  95bSaald srv!SrvSmblueryFsInformation
95E35540 95bSb2f3 srv!SrvSmbSetFzInformation
95b35544 9EbLS1{65 srv!SrvSmbQuervPathInformation
95B35548 9EbLZcYd srvISrvimbSetPathInformation
95b3554c 95b5177c srvlSrvSnbQuervFilelnformation
95h35550 95bLL5Z55d srv|SrvSmbSetFilelnformation
95b35554 95bSbh4eb srvw|SrvSnbFindHotifvy
95B35558  95bL5E9%97a srv!SrvSmbloctl?Z
95b3555c 95bSbdeb srv!SrvSmbFindHotify
95b35560 95b5b4el =rvlSrvSnbFindHotify

I i oy
95h355683 95BRL5AfZ2h s=rwlSrvTransactionHotInplemsnted

95hL35570 95bL44107 SrviSrvSthethsReferral

95h35574 95b43ff7 srv|SrvSnbREeportDfslnconsistency
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2. SrvTransaction2DispatchTable 14



kd: u 866db048
266db048 Shdc2408
g66db04c &0

8e6db04d =800000000
266db052 Ed
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) Ping

OutputInstall

-i BunDLL
3) BunShellcode
4] Uninstall

Function [B8] : 4

kd: dd=s srv!srvtransactioniZdi=zpatchtable

95b35530 95b5456f =rv|SrvSmbOpend

95b35534  95bEVi{ed srv!SrvSmbFindFirst?

95b35538 9L5BE5806d srv!SrvSmbEFindNext?2

95b3553c 95b5aaf9 =rvlSrvSmbQuervF=zInformation

95bL35540 95BLSEBZ2f3 =rv|SrvSmbSetFeInformation

95b35544 95B51f65 =rv|SrvSmbOuervFathInformation

95b35548 95bB52cY4 srv! SrvSmbSetPathlInformation

9503554 95b517YYc srv!SrvSmblusrvyFilelnformation

A5B3LEE0  95BE5255d srv!SrvSmbSetFilelnformation

95b355584 95bSbdeb srv!SrvSmbFindHotifv

95b35558 9L5B5E89Ya srv!SrvSmbloctl2

95b3555z 95bSb4eb =rvw!SrvSmbFindHotifw

95035560 95bSbdeb srv!SrvSmbFindHotifvy

9EbA55R4  9ERE3RfH _srwlSruSnbhCreatelll rectorsd |
L0483 _

95b3556c  95bSdEZb srv!SrvTransactionHotInplemented

A5B3SEF0 95b44107 srv!SrvSmbGetDizReferral

AE5b35574  9Sb43ffY srv!SrvSmbREeportDislnconsistency

Mo ec® . dword ptr [esp+8]
pu=shad

call g6edb052

poo ebp

sz Dperation for backdoer to perform

Only cutput the install shellcode to a binary file on d

Test for presence of backdoor

Usze an APC to inject a DLL into & user mode process.
Bun raw zhellcode

Remove s backdoor from system

Outputinstall shellcode
RunShellcode
Ping DoublePulsar
RunDLL shellcode DIl
RunShel lcode shellcode
Uninstall DoublePulsar
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(1)CheckFlag
SMB_COM_TRANSACTION2
Timeout flag

Eeﬁwn:sﬁsuﬁm sub_86847194 proc near : CODE XREF: start+387p
eqBBB:B6BLT1D, xor eax, eax

eqoea:86847196 mou al, cl

egdoa:86847198 shr ecx, 8

eqdpa:868L4719B add al, cl

eqB@0:B68L4719D shr ecx, 8

eqaoa:868471AA add al, cl
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0x23 Ping
0x77
0xc8 shellcode
start proc near
var_4= dword ptr -4
arg_4= dword ptr 8
nov ecx, [esprarg_ 4]
pusha
call §+5
pop ebp
and bp, BFB@6hH
nov [ebp+ ], ecx
call sub_86847239
call sub_868471A8
call sub_868471E9
test eax, eax
jz loc_86847155
— . = =] — 1
mov ebx, [ebp+3Ch]
moy ecx, [ebx-28h]
call sub_B86847194
cmp al, 23n ; "#°
jz short loc_8684788E
™
A2
cnp al, 77rh ; "w’
jz short loc_868470A1
™
I :
e = e =
Bc8h ; cmp al,
rt loc_86847BAB loc_868478A1: jz sho
(2)Ping
0x23 Ping Ping
(3)RunShellcode  Rundll
0xc8 shellcode Doublepulsar Rundll
RunShellcode Rundll
shellcode dil
RunShellcode  Rundll Ping
SESSION_SETUP Parameters shellcode
shellcode 0x5ed26d41°0x5ed24a49=0x2708 ,
(0x5ed25a49"0x5ed24a49=0x1000) 0x5ed24a49
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152 Requesis, SESSTON SETUP

Parameter Offset: 66

Data Count: 4096
Data Offset: 78
Setup Count: 1
Reserved: 80
Subcommand: SESSION_SETUP (@x@0@e)
Byte Count (BCC): 4109
Padding: 08
v SESSION_SETUP Parameters
Unknown Data: 416dd25e SSEuREEro2ad25e
v SESSION_SETUP Data
Unknown Data: c20ef65a29c317dfaSfed25e49c335e6594ad25echcddese. . .

SESSION_SETUP Data shellcode

a. shellcode
e g r e —— sy Leee e )
seqB0B: 85847 0B mou esi, [eax] ; shellcode size
seqBdB:868470B3 ®or esi, [ebp+ 1 ; key
seqABB:86847OBG mouy edi, [eax+8]
seqB0B:858470BD ®Oov edi, [ebp+ 1
seqBaB: 86847 BBC moy eax, [eax+4]
seqAB0:86847 BBF #or eax, [ebp+ 1
T =TTREIL TSI CY
b. shellcode shellcode

shellcode




C. Rundll shellcode IDT ntoskrnl .exe

I0T ntoskrnl.exe PE
mq'l-lﬂﬂﬁ:ﬂﬁﬁF'JlEﬁ now [edi+ 1, %

seqDRd:86sFPOSL noy ebx, large Fs:z3dh

SeqHadBeoFY oS noy ax, [ebx=d]

SeqRAA:RGAF P0G T hl rax, 1@h

segDRd:366F 0 A naw ax, [ebx]

seqUHad:S6oFY BoR and ax, HF B
ConlAf-PAsCanR 1 5

. BRAE WEFF - suhl fE EERASRa 20T 2

— e TmmaT

d. PID Isass.exe
seq000:866F933B push esi

seqOOB:866F233C push ecx

seqOOB:866F 233D call dword ptr [edi+ 1 ; PsLookupProcessByProcessld
seqBBB:866F 2340 test eax, eax

seqBOB:-866F9P342 jnz loc_B866F93CE

seqOfB:-866F 2348 nov esi, [edi+ 1

seqBlOB:-866F9234B now ebx, [edi+ 1

ceqfff:B66FP351 mow eax, [esi+ebx]

seqOff:B66FP35Lh cmp eax, 2

seqOOB:866F 9357 j1 short loc_B866F93C6

seqBBB:866F9359 push esi

seqBeB:866F235A call dword ptr [edi+ 1 ; PsGetProcessImageFileMame
seqB@B:-866F935D call gethash

seqBA@B:-866F9362 now ecx, [edi+ 1

seqfAf:BO66FP368 cmp eax, ecx

ceqOfB:B66FP36A jnz short loc_866F23C6

seqOOB:866F 2360 lea ecx, [edi+ 1

seqOOB:866F236F push ecx

seqBBB:B66F937A push esi

seqBOB:-866F9371 call dword ptr [edi+8] ; KeStackattachProcess
sPnAAR-RAGFIATY nish 2]

e. APC

= RS e AR | ot o o

seqABA:B66F92CE sub edx, eax
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(HUninstall
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SrvTransaction2DispatchTable
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SrvTransactionNotImplemented

MID

seqooo:B6BU7 140
SeqoB0:BGBUF140 loc_86847140: H

CODE XREF: start+5ufj
i

; CODE XREF: start+417j
— start+7FTj ...

Fooy g
Eegﬂﬂn:ﬂ'ﬁﬂlﬂ"lﬁn'
o RARN D AT g

-
{Tip chort loc 848

ey FrF-Foes7 Tak™
[5eqBOB:86847 144

SeqfBB:86847 144 loc_B6847144:
SeqREBzB6847 1Al

== CODP=3REF :—star +9p4d

al, on 5 o

Short $+2

lsegRAf:
FegBEE:BeBL7INA

1mp

[cegRRRIRGRETINE 2

== COPP &REF: start+FATj
— Start+FET§ ...

ETE
__: CODE HREF: start+247j seg AERZRGRLFISC 10T _BABUFIDDT
I leqABR-BABYUFICE noy eax. Fehps16n
+], eax ceqABBIRG6RUFICH noy [esp+28h+var !
EeqRRBzR6RLZICE popa
o+ ] 5 jmp old _SrvTransactionNotImplemented eqAEHIRGREFICD Jmp dvord ptr [ea:
cegRABB BORLZIGH -

kkenAOQ-RARLZIAD

MID+0x10

MID+0x20

MID+0x30
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93 Trans2 Response<unknown>, Error:
[rct ? st Led
2N e

1302 Trans? Kequest:,

STATUS_NOT_IMPLEMENTED

Flags2: @xc@@7, Unicede Strings, Error Code Type, Security Signatures, Ex
Process ID High: @

Signature: 2090000000000000

Reserved: 9000

Tree ID: 2048 (\\192.168.8.101\IPC$)

Process ID: 65279

D% 4 ITHZ0U [AUR ] SEU-SZZ ALR-3370 WAN-03I0U Len-u

25 BT AL EMENTEL

Process ID: 65279
User ID: 2048
Multiplex ID: 66

~ Trans2 Request (8x32)
Word Count (WCT): 15
Total Parameter Count: 12
Total Data Col
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